








The Future

The concepts and technology ad-
dressed in this analysis are likely to
change in the next few years. Com-
puter techniology is constantly
changing and progressing. Govern-
ment and industry must work
together to develop policies that
adjust to changes in technology and
enhance information security. Unfor-
tunately, there has been an absence of
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¢ advising on technical
confidence issues vis-a-vis
access to and release of keys

°* addressing interoperability
and standards issues

* identifying other technical,
policy and program issues
for government action”
The new Clinton administration
policy will only be in effect for two
years, and then will be evaluated
and/or changed. With the software

such cooperation in the development

industry, civil liberties organizations,

of cryptography policy. A mechanism

should be put in place to ensure that further policy
discussions provide industry, law enforcement, private
businesses, and government officials with an opportunity
to consult each other. Channels of communication must
remain open to ensure that a well-balanced policy, not a
top-down government solution, is enacted.

Topics for continued discussion among these different
parties, as identified by Vice President Gore, include:

* evaluating the developing global key
recovery architecture

* assessing lessons learned from key recov-
ery implementation

and a growing number of legislators
questioning the plan, the policy is on unstable ground.
Cryptography policy is trapped in the mentality of
protecting United States national security interests and the
concerns of federal and local law enforcement. But,
developing cryptography policy for the future of the
global Internet necessitates a change of philosophy. Future
cryptographic policy analysis must continue to progress
beyond national security issues and consider the concerns
of businesses and private citizens as they adjust to the
ever-expanding Information Age.
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