




Based upon the analysis of these three leading proposals-
elimination of all export controls, strict key escrow, and 
modified key escrow-the modified key escrow system is 
clearly the best alternative for reforming U.S. cryptogra-
phy policy. Of all of the proposals, the modified key 
escrow approach best addresses the concern that export 
controls have weakened cryptography abroad and 
hindered the availability of strong encryption technology 
in this country as welL The current U.S. policy does not 
adequately balance all of the 
interests involved in the 
cryptography debate. In the 
modified key escrow proposal, 
however, all sides of the debate 
are considered. More impor-
tantly, this policy appears to be 
more amenable to the interna-
tional community. Relaxing the 
export controls through a key-
escrow system controlled by the 
software companies offers a 
balanced policy that weighs 
concerns about national secu-

It is necessary for some 
sort of consensus to be 
reached regarding u.s. 
cryptography policy so 
the United States can 
begin to clear a path 

toward a global policy 
on cryptography. 

rity, economic competitiveness, and individual privacy. 

Need for Global Cooperation 
It is necessary for some sort of consensus to be reached 
regarding U.S. cryptography policy so the United States 
can begin to clear a path toward a global policy on 
cryptography. The Internet is a global entity. Any United 
States policy must take into consideration international 
dimensions, among those being the possibility that, as the 
NRC points out, "the United States today does not have 
unquestioned dominance in the economic, financial, 
technological and political affairs of the world as it might 
have had at the end of World War II."76 Consequently, the 
United States cannot simply dictate global cryptography 
policy because foreign competition is rising to the occasion 
and challenging the United States' edge in these technolo-
gies. 

The concept of global interoperability is of the utmost 
importance if the global Internet is to operate smoothly. 
For the Internet to 'run smoothly, all nations must be 
operating under a system that ensures that information 
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can be obtained and shared without disruption due to 
differences in hardware and software. AchieVing global 
interoperability presents a difficult challenge. Interna-
tional governments are concerned with many of the same 
issues that have framed United States cryptography 
policy: national sovereignty, national security, and 
economic competitiveness. Therefore, it is important for 
any cryptography approach that includes key escrow to 
allow software companies to keep control of the keys, not 
a third party selected by the U.S. government or the U.S. 
government itself. U.S. policymakers must begin negotia-
tions with foreign nations if they want to establish a global 
cryptography framework that has a key escrow system as 
its basis. IBM has noted: 

Experience demonstrates that such controls 
work only when governments of countries that 
serve as the principal sources of these products 
and technologies all agree on the means by 
which to affect these controls. The nature of 
technology - particularly in a global and fast-
moving technology like electronics - is such 
that governments' control systems are inevita-
bly challenged by the portability of technology 
and the speed of its development. Thus, 
agreements among supplier countries must be 
sufficiently adaptable to changing circum-
stances.77 

U.S. policymakers must engage other countries in order to 
develop a system that will ensure the interoperability of 
the global system, but also meets the requirements of 
national security and law enforcement. Multilateral 
agreements must be reached if the U.S. policy goal of a key 
recovery (escrow) system is to become a reality. There is 
precedence for foreign nations entering into cooperation 
with regard to establishing regulations governing the 
export of items for military use. For instance, the Coordi-
nating Committee (CoCom) was created as a Western 
response to the Soviet Union at the height of the Cold War. 
Australia, Belgium, Canada, Denmark, France, Germany, 
Greece, Italy, Japan, Luxembourg, the Netherlands, 
Norway, Portugal, Spain, Turkey, the United Kingdom, 
and the United States cooperated to attempt to prevent the 
Soviet Union from obtaining certain types of computers,78 
CoCom serves as a precedence for creating an arena for 
international cooperation with regard to cryptography. 
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The Future 

The concepts and technology ad-
dressed in this analysis are likely to 
change in the next few years. Com-
puter technology is constantly 
changing and progressing. Govern-
ment and industry must work 
together to develop policies that 
adjust to changes in technology and 
enhance information security. Unfor-
tunately, there has been an absence of 
such cooperation in the development 
of cryptography policy. A mechanism 

The concepts and technology 
• advising on technical 

confidence issues vis-a-vis 
access to and release of keys 

addressed in this analysis are likely to 
• addressing interoperability 

and standards issues change in the next few years. 

Computer technology is constantly 

changing and progressing. 
• identifying other technical, 

policy and program issues 
for government action79 

Government and industry must work 

together to develop policies that 
The new Clinton administration 
policy will only be in effect for two 
years, and then will be evaluated 
and/ or changed. With the software 
industry, civil liberties organizations, 

adjust to changes in technology and 

enhance information security. 

should be put in place to ensure that htrther policy 
discussions provide industry, law enforcement, private 
businesses, and government officials with an opportunity 
to consult each other. Channels of communication must 
remain open to ensure that a well-balanced policy, not a 
top-down government solution, is enacted. 

Topics for continued discussion among these different 
parties, as identified by Vice President Gore, include: 

Notes 

• evaluating the developing global key 
recovery architecture 

• assessing lessons learned from key recov-
ery implementation 
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